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Preface ijii
'. - &f ST :l’—_:-
The purpose of this research was to build a prototype decision aid
r. Tacs :’,';'
that can use knowledge about Soviet doctrine and tactics to infer when, :5
where, and how the Soviet Army plans to attack NATO defenses given !
. -
intelligence data about Soviet (Red) military units, terrain data, and L
_\',\
v
the positions of the NATO (Blue) defenses. This study raises 1ssues ;{H
."'('\ )
AR
that must be resolved before such a decision aid, which is a part of the ;::}j
. ¢
Rapid Application of Air Power concept, can become operational. ’ _.
)
I would like to acknowledge the assistance of several people and h;x
AN
AOAN
organizations who supported my efforts and contributed to my under- ﬁﬂ\
C ':'J".
standing of the complex issues that must be resolved. Major Herb J:,\
SO
Harrison and Headquarters Air Force Intelligence placed me in contact :EE'
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o
with experts 1n Soviet doctrine, provided me with reference material, \f
o '°
and funded a large part of my research. Dr. John Allen of LICA and Lt s
e N\
-,
ADAY
Col William P. Baxter (Ret.) of BDM each patiently answered my many }:}:
EAgS
EREA
| questions and suggested convincing, creative approaches to the automated i;ﬁ?
° , , | °
estimation of Soviet tactics. Captain Chartrand of the Air Force oo
Directorate of Soviet Affairs provided me with copies of translations of (iif
RS
:’.'.'__
many Soviet works on military tactics. Finally, Dustin Hunington of A
< N
L
EXSYS provided me constant technical assistance during the development OO,
AN
AL
of the prototype, although we were unable to overcome the difficulties .sgﬁ
W
RYAY
encountered. -}:::
. .
On a more personal basis, I would like to thank my advisor., Lt Col Ec:
S
Gregory Parnell, for his guidance and insight, and Maj Chuck Fletcher, ROiCS
e
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who helped me leave AFIT with much more than a Masters Degree. :f\f
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This study first examines the need to shorten the C2 decision cycle ‘-".:".‘
R
1n order for the ATOC staff to keep pace with the tempo of modern ::',-:':-
L warfare. The Rapid Application of Air Power is a concept that includes .
automating various steps in the decision cycle to allow air power to be ;'.'r'\".-
P
L)
metel
applied proactively to stop Soviet forces before they obtain critical (J':-'
\‘F‘.
- L4
‘ objectives. This study presents a structure for automating the second \"\
step 1n the decision cycle, assessing and clarifying the situation, :li:::-
',-.":\-
through a knowledge-based decision aid for interpreting intelligence S
YR
S
v data from the perspective of Soviet (Red) doctrine and estimating future P
Red tactical objectives and maneuvers. : : T ) N ¢ '\
This study found that a complex analysis with many data and labor A
o intensive tasks must be performed in order to prepare an estimation of '..
"N
S
future Red objectives and tasks. A wide spectrum of knowledge that 1s DA
R
o
dynamic, heuristic, symbolic, and numerical is required to perform these ".:\-‘.
s tasks. R ' ‘ ,
While some of the task and knowiedge characteristics are highly
sultable to automation with a knowledge-based system, other charac-
. reristics are less suitable. A system design 1s presented that uses
various techniques for adapting the less suitable tasks and knowledge _:-':
requirements to a knowledge-based system. :'::.-'
RESOL
. . B
A prototype Red "estimator”™ written in an expert system shell !_
_ | o
demonstrates most tfeatures of the system design., aithough 1t cannot Ao
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served 1ts purpose ag a tool for exploring the 1ssues that must be e
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resolved before an operational Red estimator can be built. :-:?
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A large number of issues and the methods required for exploring :-":
@ 2 7e]
these 1ssues are enumerated. The key 1ssues are security, the avail- '!75:"1
-
S
WY,
ability of signalling elements, and the need for an interdisciplinary .-'_’:‘
¥
e
approach to developing the Red estimator. S
. NN
The benefits from this study are the enumeration of issues, the use g‘ﬂ
v
of rules to evaluate the impact of unknown information, and a system .:-,j
design that is robust with respect to Red deception efforts. While the ~
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STRUCTURE FOR A KNOWLEDGE-BASED SYSTEM

TO ESTIMATE SOVIET TACTICS IN THE AIRLAND BATTLE

I. Introduction

General Issue

Modern technology has i1ncreased the tempo of wariare beyond the
rate that allows unaided battle svaffs to i1nterpret intelligence
information from the perspective of enemy doctrine and use the informa-
tion to interdict previously unforseen enemy actions. While technology
nas i1ncreased both the amount and timeliness of inteliigence collection
through satellites and high-speed communications, 1t has also develioped
responsive weapon systems, such as the F-16, capable of being vectored
to 1nterdict new targets i1n a matter of minutes. NATO depends on this
ni1gh technology to successfully defend against Soviet divisions urained

0 advance three times faster than they couid during the last year of Ww

[}

The NATO battlie staffs controlling modern weapon systems must
therefore analyze more intelligence information and make decis:ons based

on their analys:s more rapidiy than ever before.
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1
According to Lieutenant General John W. Cushman, a former commander
i of the 10lst Airborne Division, the U.S. Army Combined Arms Center, and
I Corps (ROK/US) Group in Korea's Western sector:
Information 1s pouring into the command post - too much for
® the staff to handle. They need help in sorting it out, in
corre:ating this piece of data with that piece, in displaying
the results of their thought (6:48).
A panel of experts gathered by the U.S. Army Research Institute
Y specifically to 1investigate the deficiencies in the U.S. military's

command and control system published a list of five command and control
deficiencies. Four of the deficiencies questioned the ability of the

C- staff to effectively assign targets, allocate resources, and generate

P

plans 1n the ‘compressed time frame... of the Airland Battle® (12:ES-3).

The Allied Tactical Operations Centers (ATOC) are one link 1n the

-

¢ C® system that may not be able to fully utilize available 17telligence

when allocating resources during the compressed time frame. Currently,

the Operational Intelligence Branch of the tactical air force's Combat

) Operations Intelligence Division (COID) considers enemy doctrine when

developing estimates of ernemy capabilities and intentions (20:19). A

different branch of the COID considers these estimates when preparing

\ daily target nominations for the Combat Plans Division. Yet another

COID branch prepares reconnaissance nominations for use 1in the daily
battle plan.

. This daily planning cycle does not provide timely enemy assessments

to current operations planners. Current OUperations 1s responsible for

assi1gning air resources to fulfill i1mmediate requirements that might

\ arise from deviations such as weather aborts, unsuccessful missions, or

rthe discovery of targets of opportunity (20:27). Ad ustments to <he
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dai1ly plan have to be made in a few hours, which 1s not enough time to
receive a new enemy situation assessment from the Operational Intel-
ligence Branch. Yet as deviations occur and military resources become
more scarce, using all available information to ensure effective
resource employment becomes more important.

In the future, it 1s likely that the daily cycle will not be rapid

enough to keep pace with the tempo of warfare.

Problem Statement

An automated means of applying Soviet doctrine to 1intelligence
analysis 1s needed to help the commander’'s staff plan preemptive
missions against Soviet operations by inferring such operations from the
voluminous amount of intelligence information available. Such an
automated aid 1s described in the Rapid Application of Air Power (RAAP)
concept advocated by the former chiefs of the Headquarters Air Force
Intelligence Planning Division and the Office of Doctrine and Concepts

(26:165) .

Background

RAAP 15 a project for reducing the C3*I decision cycle by using
artificial intelligence and other advanced technologies. RAAP 1s

expioring ways to let computers assimilate and draw inferences from

intelligence data, allowing the staff{ and the commander to concentrate
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on tactics and decisions, thereby shortening the commander's decision
cycle. General Cushman stresses the i1mportance of a short derision
cycle:
Over the centuries, much has changed about war, but one thing
has not changed: this cycle of sensing, understanding,
deciding, and execution, and the reality that the side whose
commanders perform the cycle faster and with better results

has a decisive tactical advantage (6:48).

The Decision Cycle. The decision cycle refers to the cyclic

procedure battle staffs follow to process information and choose which
military actions to take based on that information (6:48,9:14,13).
Figure | depicts the decision cycle.

The first step i1n the procedure 1s to sense and organize all
tncoming information, including radar returns, intelligence reports, and
terrain features into a usable display. The next step 1s to use the
displayed information to assess and, 1f necessary, clarify the combat
si1tuation. The third step is to generate alternative actions and,
fourth, to evaluate these alternatives. The final step is to select and
implement the best feasible alternative. Once the best alternative has
been 1mplemented the cycle returns to the first step to determine the
selected action's i1mpact on the combat situation, continuing the cycle.
The procedure is aiso 1terative because conclusions reached 1n one step
of the procedure are used to re-evaluate the information used in
reaching those conclusions.

The RAAP Concept. The purpose of RAAP, as presented by Coionel

John Rothrock, then Chief of Plans, Headquarters A:ir Force Intei-
i1gence, 1s to shorten the Blue (NATO) decision cycle so that the Air

Force can apply air power proactively to stop Sovie! actions before the
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Soviets obtain critical objectives (25). The RAAP concept, according to

Colonel Rothrock and Colonel Timothy Kline, then Chief of Doctrine and

Plans, Air Staff, includes creating computer-based decision aids to:

- Electrcnically receive all-source intelligence information.

- Compare the enemy operations profiles [doctrinally defined
Soviet tactical manuevers]... to 1ncoming intelligence data
to determine the most likely schemes of [Soviet] manuever
being employed (considering weather and terrain) with con-
tinuous sensitivity to possible enemy denial and deception
efforts.

- Adapt predefined friendly attack employment packages to
avallable attack assets, focusing on previously analyzed enemy

practice and vulnerabilities.

- Recommend candidate times and places for execution to the
decision maker (26:165).

Colonel Rothrock and Colonel Kline stress that the RAAP approach
calls for using computers to do the things computers do best, mostly to
quickly compare and sort large amounts of data (26:163), which will
shorten the steps of the decision cycle involved with recognizing and
clari1fying the situation and generating alternative plans of action. By
using computers to recommend actions to counter anticipated Soviet
tactical manuevers, the human staffs and decision-makers can concentrate
on exploiting NATO's strengths and countering unexpected Soviet manue-
vers (26:165).
this research was the second decision aid that

The focus of

Colonel Rothrock and Colonel Kline describe. It takes 1nputs from the

first aid, the i1nteliigence fusion device, and sorts the :nccming

intelligence data 1nto i1ndicators of various doctrinaily defined Soviet

manuevers. [t then presents the dec:sion-makers a picture of when and
where to expect the most likely Soviet tactical operation. Tactics, as
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used i1n this research, refers to °...that part of military art directly :;:'
v ot
concerned with preparing for and conducting combat at division level and (]
"o
¢-
below 1n all branches of the armed services ” (2:28). This decision aid P
o
or Red (Soviet manuever) estimator would considerably reduce the time 5\;,
o)
d needed in the second step of the decision cycle, assessing and clarify- ,_.7
- {
Y
)
ing the situation. o~
.\-.,:
o~
@
r'.r
~o
Research Objective o
~
AN
N
. I\f.
The purpose of this research was to build a prototype decision aid Q .
e
e,
that can use knowledge about Soviet doctrine and tactics to infer when, y;i
A
N
where, and how the Soviet Army plans to attack NATO defenses given L{:
9 i
intelligence data pertaining to the location, size, movement, and type ig,
PN
of Soviet (Red) military units, terrain data, and the positions of the ;}‘
o~
NATO (Blue) defenses. This decision aid can be used to help critique ol
o <
the design of the Ked manuever estimator contracted for under RAAP '!,
M
o
AP
funds, by comparing required 1inputs, outputs, and demonstrated capa- A
PPN
ACA
. bilities. i\?
) °
PR
Research Scope Qt}
o
G

’
o

The prototype Hed estimator wiil consider a smai.er probiem than an {?ﬁ

-AFJI-

operational system wi.. be required to handie. ;3&

"\’ '

A While there are at least 16 doctrina.iy defined Soviet tactical kﬁ;

manuevers (10:9), the prototype Red estimator cons:ders zsn.y six cof

~3
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\
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3
them. Furthermore, the estimator considers only an European scenario of
> Soviet versus NATO troops.
Because the prototype focuses on demonstrating the overall struc-
ture of a Red maneuver estimator, it does not contain enough knowledge
9 to assi1gn a true probability of occurrence to each manuever. The
prototype does assign a confidence level to each manuever but its
reliability is not verified. To 1ncrease user acceptance, an opera-
o A
tional system would be verified by comparison with records of Soviet
exercises.
The Red estimator predicts only Soviet tactical manuevers; 1t does
< .
not recommend how to counter the manuevers. Recommending counter-
measures 1s the goal of the third decision aid described by Colonel
Rothrock and Colonel Kline (26:165).
v ‘ ,
Instead of directly interfacing with a data fusion device as called
for 1n the RAAP concept, the Red estimator reads intelligence data from
a prepared scenario data file. The limitation of not interfacing with
o
the data fusion device will not affect the demonstrability of the Red
estimator since the data fusion device 1s not yet developed.
The final limitation 1s an assumption that the user wili
<
| screen the 1ntelligence reports and not input data that 1s suspected of
|
[ being deliberate misinformation. The Red estimator wiil assume that all
information 1S true until 1t receives a conflicting data 1tem or the
.
user +-eils the machine to 1gnore a piece of 1nformation. On request,
the Red estimator wiil list all of the information 1t 1s using for the
user’'s review.
-
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The next chapter describes the tasks that the Red estimator must j,:
o,
Cpta
accomplish, as well as its required inputs and outputs. Chapter Three '_l:\"-v
il
o tells why a knowledge-base system is an appropriate structure to o
r\:-_”
accomplish these tasks and discusses expert systems developed for "\;
e
similar applications. Chapter Four discusses which expert system deve- o3
e
L J RN
lopment tool was chosen, while Chapter Five examines the prototype °
design. Chapter Six reviews the 1ssues that arose during the system :*.:;
A
>
development and suggests methods for handling these 1ssues 1n an :_:-";
(‘ At
operational Red estimator. Chapter Seven concludes this study by A d
summarizing 1ts achievements and evaluating the performance of the
prototype.
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II. System Requirements

This chapter presents the tasks, knowledge requirements, and

‘e

A}
l. l'l .

challenges for the Red estimator.

.
.
Gl

[

| J

22

s
[

8
A tel

Tasks

oo

”~
“u s = .
@SS

P 44

'w o n

The Red estimator must use a variety of knowledge to accomplish

"\' “»
te
several complex tasks. The tasks 1involved 1n estimating the Red forces’ if?
vl
. ..~
v actions are summarized i1n Table I, which i1ndicates how the tasks are ()
being accomplished today in Allied Tactical Operations Centers (ATOCs), i{ﬁ:
as well as how they are accomplished in the prototype. In addition, the 3:}:
® matrix indicates how an operational Red manuever estimator would ®
N
accomplish each task. ;;(
A
5:\
A difficult aspect of automating these tasks 1s that they are b,:_
. A
s complex enough to require a large team of people (analysts from three ®

offices) to perform them. Furthermore, tasks invoiving the ass:gnment

of confidence levels and the consideration of terrain when estimating

Red actions (tasks 3.6, and 8) are not done today; consequently there
q y

¥
]

SN
. A

1s no example for modeiing an automated method to accomplish these ;ﬁyn
\ -

: , _ _ R

tasks. Table I also reviews the key challenges of each task. K
:h\.h

The section fcllowing the task matrix describes +the variety ot

knowledge that must be acguired to perform these tasks.
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L
hd Knowledge Requirements ®
N
.i
LN
The knowledge required to estimate Red actions may be classified as :::\
.
o static or dynamic and observed, doctrinal, or heuristic. Static [ ]
knowledge refers to facts or descriptions which can be prepared and -
stored in advance, such as descriptions of Red doctrine or terrain. _-_ N
- '--.. .
- _ -
Dynamic knowledge, including the location or predicted actions of Red [ ]
_.-f:
R
units, will change and must be updated with every situation. Observed N
o
S
s
knowledge 1s i1nformation that was reported by Blue sources. while N
e \--_
o
doctrinal knowledge uses theoretical values based on Soviet writings. ®
While most doctrinal knowledge 1s also heuristic, this study uses the rk':{
s
A
latter term to refer specifically to the techniques used by skilled r\-‘:.'\
N
. s
v M
analysts 1n deciding which knowledge 1s most relevant for estimating Red ’ .
actions. r:;‘.":
1':-{:
Predicting Red actions 1s a data intensive process. Table II , ::
. 'l'l
summarizes the 1inputs and outputs currently used during this process as ?, -
- !~-
Y
well as those required for the Red estimator prototype and an opera- '.-:.:-:',
R
NN
tional Red estimator. The table also summarizes the chailenges 1inherent '::
- S
in each type of data. The Red estimator’'s knowledge requirements ._
include information on Red doctrine, terrain, Blue forces, and intel-
l1gence reports, as well as heuristics on how to use this information. J
Ked Doctrine 1s a stat.c description of how the Red forces dictate b 1
that manuevers and tactics should be performed, 1including theoretical i
values for speeds of advance, correlation of forces, and [irepower |
~ . .
ratios.
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Terrain 1s a static description of observed prominent land fea-
tures, obstacles, possibie routes of travel, and the traversability of
the routes. Battle damage assessments and weather reports determine
possibie changes 1n the traversability of routes.

Biue force data 1s a dynamic account of the locations and capabili-
1ti1es of NATO forces.

Intelligence reports are fused, dynamic observations revealing Red
unit types, locations, command reiationships, equipment, speed and
direction of movement, formations, objectives, and current and pacst
maneuvers. The i1ntelligence fusion aid updates these observations as
vhe Blue forces receive better raw 1ntelligence.

Not all of the information described above will be available
at any one time. Therefore the Red estimator must use Red doctrine or
heuristics to supply missing information and to create and pursue dif-
ferent possible hypotheses depending upon which information 1s missing.
Similarly, 1t 1s possible that the Red estimator will receive informa-
tion from fused intelligence reports that conflicts with previous
observations or doctrinal knowledge. The estimator must be able to
identify +hese cases to the user and pursue different hypotheses that
are appiicabie.

A great deal of the difficulty encountered while develcop:ing a Red
estimator 1s posed by the nature of the knowledge requirements. Much of
the required knowledge 1s dynamic, classified, uncertain, 1nconsistent,
incomplete, and "soft.” The fused 1ntelligence and the Blue forces
reports will be constantliy changing and must be handied securely. They

may be based on information that 1s 1n error, as :n the -ase of a
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misinterpreted radio signal. The knowledge 1nputs are likely to be
inconsistent or incomplete; for example, some information may indicate
that a Red unit 1s proceeding toward one objective, while other 1infor-
mation may ind:icate that the Red unit 1s proceeding 1n the opposite
direction, possibly because the un:it 1s try:ing to deceive Blue sensors
or ;ust because 1% 1s lost. The fina. chalienge 1s that there 1s no
hard and fast method for estimating Red actions, just “soft’ 1deas and
rules-cf-thumb that vary from expert to expert.

Chapter Three suggests a methodology for dealing with the chal-
lenges posed by the knowledge and task requirements presented :in this

chapter.
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The hed estimator was developed as a knowledge-based system, which ';\-
:s a subset of artificial 1nteiligence (Al} technology. Knowiedge-based -
systems, 1ncluding expert systems, use Al techniques to represent and -
L manipulate large amounts of knowledge. ‘
"""
An expert system 1s a problem-soiving program that achieves ?f:f
good performance 1n a specialized problem domain that general- \;\'
ly requires specialized knowledge and skill. The systems '{J}'
process the knowledge of experts and attempt tco mimic their Siﬁ
LN thinking, sk:ll, and 1ntuition (13:21}. S
The Hed estimator covers a broader spectrum of knowledge than 1is
normally i1ncluded 1n a single expert system, although 1t also 1ncludes
L4 heuristics used by expert i1ntelligence analysts. °®
P
o -
Why an Expert/Knowledge System” ;\j
o
M N ]
> The problem of predicting Red actions 1s well-suited to the
characteristics of an expert system. Rich states, "'The most impcrtant
characteristic of an expert system i1s that 1t rejiies on a larde database
LS

of knowledge  (24:284). The expert panel ment:ioned :n Chapter 2ne ‘tha-
investigated command and control deficiencies recommended that:

In order to project the battle ahead 1n time, the 7% system

. would be required to assimilate vast quantities of friend:v
and aggressor combat information inciuding number, armament,
position, terrain, weather, etc. It also suggests that the I°
system be guided by an expert system (high or low jevel:! which
would peruse and integra*te these data 1n regard to decision
rules distilled from many 1nterviews with success{ul Army

. tacticians (12:2-6).

Predicting Red actions 1s a knowledge-driven process.
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Another characteristic of expert systems 1s that they are or:ented

toward symbo.1i1c processing i1nstead o5f toward mathematical processing as

are most ccnventionai programs (i6:8). The Red estimator’'s 1nputs and
>utputs as described :n Chapter Two are mostiy symbo:i:c. Much of{ the
.nte..1gence intfcrmation is .iinked to other ent:ties or pieces of
:nformation,; f{ar example, the command relationship for a particu.ar Red
uni1t may change, linking one small Red unit to a different, larger unit.
This type of 1nformation 1s easier to address through a semantic net and
symbolic processing than through numer:cal processing.

The Red est.:mator must also be able to reason with incomplete,
contfiicting, and uncertain information. An advantage o5f using an expert
system 1s that rules of thumb may be written to tell the program which
information to use and a best guess for missing values. Another way an
expert system may develop values for missing 1nformation 1S to allow
information to be “inherited” from another entity. These approaches
permit more flexibility than conventional programming allows toward
:mperfect 1nformation.

Perhaps the most important characteristic of expert and knowliedge-
based systems for this application 1s that they can explain their logic,

even :n the middie of a run (16:8). Conventiona. a:.gorithmic programs

o8
v
-
e,
-
[}
(-
_

are ~tften It to explain and i1mpossible to gquery while they are
running. Because the Ked estimator uses informat:on that :s susceptible
tG enemy deception to make recommendations to battle staff{s controlling
numarn ..ves. If% must alicw the human to review the astimator’'s logic and

intarmaticn gources The Hed estimator, by exp.aining how 1t arrives at

1 pred:sed ernemy course oif action. reduces *the *:me necessary !fcr the
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dec:sion maker to recognize the situation, yet gives him the final
abil:ty to agree or disagree with the machine's conclusion.

Similar knowledge system applications have revealed the likely
successes and problems 1nvolved with this approach. The next section

di:scusses some of these analogous expert systems.

Analiocgous Expert Systems

Even though no software has demonstrated the ability to perform the
specified Red estimator tasks, the Navy has demonstrated severa’
artificial intelligence systems that perform similar tasks. One system,
the Multi-sensor Integration Evidential-Reasoning System (MSI), outputs
the Soviet threat most iikely to have emitted particular signalliing
elements (15:A-3). While MSI does not contain knowledge about Soviet
combined arms doctrine, 1t does account for uncertainty 1in the 1intel-
l1gence 1nformation 1t receives as inputs (15:Abstract).

A study was done by the U.S. Army Electronics Research and Devel-
opment Command to develop an airland battle management decision aid
with software requirements similar to those of the Red est:imator. One
of 1ts contractors, the MITRE Corporation, developed a prototvpe expert
system called ANALYST. which depicted a situat:onal display 5{ enemy

combat units from intelligence sensor sources (4:111'. This system.

while lacking the scripts ipredefined scenarios) ident:iying particu.ar
Soviet manuevers, demonstrated %'=2 feasibi.ity of using softiware tc

ident:fy and pred:ic® enemy actions.

o
-1

T X AT AT A ST AT TR y W N T TN AN T TN T et e e e e

e

~ LS
:‘_...__“JA st A e A W A T h_&_&_}h.‘&._,h..h PN SO AR O ;_’;_'fL{L PP RS

LI PO, S, S o

ll',
AP

PRSI 4
‘0 s v

v v e

'{l '.l
>

IR AT
AL g

[
‘v

7
Uy

g

o
PR
PR
[
P
3

DT

"I‘-"-’.' .
- .
NN NS

'

SIS
5'-\\7:

~ Y
b

7

R A
NI I T e

EAA
IAERER

vl

BICPLTATRRS

>
D

RPN )

- ' e s -
PE DRI PR IRE AV #



-

.

S

S

e

o

- -
A A AN A S

Mitre 1s currently working on a follow-on system that combines the
rule-based Analyst program with a script matcher called Scripted Analyst
(SCAN) (3:3). The project 1s being sponsored by Rome Air Development
Center and 1s called IPS, Integrating Plans and Scripts (3:1). Ac-
cording to a draft of the contractor’'s progress report, "An 1initial
demonstration system containing all the parts shown [a sensor report
generator, SCAN, and a plan generator and analyzer] has been built,
but the full functionality 1s not yet available® (3:6.,8). The
report concludes that further developments are needed to compare and
distinguish the scripts that indicate the true Soviet plans from the
other possible scripts and to increase the “sensitivity and selectivity

of SCAN" (3:15}).

Another Army sponsored study, Combining Decision Analysis and Al

Techniques: An Intelligent Aid for Estimating Enemy Courses of Action-

tAI/ENCOA), approaches the problem of recognizing and predicting Soviet
manuevers by using decision analysis techniques to resolve conflicting
hypotheses generated by rule-based artificial intelligence techniques
(19:17). The system developed does not use intelligence reports but
asks the user to answer key questions. Instead of i1dentifying par-
ticuiar Sov:iet maneuvers AI/ENCOA only ident:fies four general Sov:iet
actions and possibie avenues of approach (19:33). AI/ENCOA lacks the
doctrinal knowledge and sophistication necessary to 1dentify detailed
Soviet 1ntentions or to use fused data reports. The study's concept of
using decis:ion analysis techniques %o resolve conflicting hypctheses
may ., however, prove to be a valuable future enhancement to the Red

:nference engine.
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While the IPS project comes closest to performing all of the tasks
required of the Red estimator, none of these systems can do so at this
time. Primarily., this is because their design did not include an
extensive Red doctrine knowledge base. However, two sources did indi-
cate that capturing Red doctrine in a knowledge base 1s feasible.

E-Systems, a contractor who specializes in the development of
applied artificial i1ntelligence programs, concluded that due to the
rigid Soviet conduct of war at the tactical (as opposed to the opera-
tional or campaign) level and advances 1n information processing
technology 1ncluding artificial intelligence, a knowledge based decision
support system to identify Soviet tactical manuevers 1s feasible. E-
Systems visualized the parallel processing of 16 software packages: one
to i1dentify each manuever. The contractor recommended that a prototype
system be built and evaluated i1n a European operations center against a
Soviet training exercise (10:1,18,19).

Mr. James Papagni, the RAAP project manager at Rome Air Development
Center, which 1s managing the development of the RAAP system's com-
ponents, confirmed that an outline of the architecture for the Red
inference engine exists and a contract i1s being written for a prototype
system. According to Mr. Papagni, the architecture calls for an
artificial intelligence system based in 'C° compiler or FORTRAN computer
ianguage to use backward and forward chaining rules (rules to search
through a knowledge or data base both from the answer to applicable
questions and from the question to applicabie answers! tc 1dentify
"scripts’ or patterns of i1ntelligence 1tems representing Soviet tact:i:ca.

maneuvers. A phase Il demonstration of RAAP using a prototype inference
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engine 1s being planned to take piace 1in an operational environment

(22).

Challienges for Knowledge based Systems

Some aspects of the Red estimator do present challenges ‘o current
knowledge-based system technology. Table III summarizes the key
features of the Red estimator’s problem domain and their suitability to
knowledge-based systems. Many of the key features are highly suitable to
a knowledge-based system and techniques are available for attempting to
adapt the less suitable features to a knowledge-based system. Combined
with the advances of expert systems being used i1n similar applications,
this i1nformation i1ndicates that the development of the Red estimator as

a knowledge-based system 1s feasible.
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Techniques to
Adapt Task to
Knowledge-based

Expert opinion
on how task
could be done.
Adaptive design

Table III. Key Features of Red Estimator Problem Domain

Problem Suitability to Other

Domain Features Knowliedge-based Applicable
System Methods
System

RELATED TO TASKS:
Data-1intensive High
tasks need to
be performed
faster and be
reproducible.
Labor 1ntensive High
No manual Low Simulation
methodology
(some tasks not
currently done)
Complex High

analysis of
si1tuation 1s
required.

RELATED TO KNOWLEDGE CHARACTERISTICS:

Symbol:ic.

Numerical l(as
1n computing
distances
between
military
units) .

-
ot

-\\‘-

High

Low Conventional
programming

External calls
to conventional
preograms.
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Problem Suitability to Other Techniques to \":\
. Domain Features Knowledge-based Applicable Adapt Task to ;f_:'_
A System Methods Knowledge-based ®
System Y
:':\
RELATED TO KNOWLEDGE CHARACTERISTICS: :-:
:_';\
_ Uncertain. Low Simulation, Confidence N
b decision factors ®
analysis obtained from .
experts' :
subjective -
oplnions; trial -
and error -
- adjyustments ®
using test ;,:';
cases (obtained ad
from records of rv
N
Soviet exer- 4-:.
. cises). 7
\
Dynamic. Low DSS Frame represen- ':.-
tations of A
time, f{requent "'.\}f
updating of b
" fact (data) A
bases, non- L
monotonic O
(R
reasoning. SN
:..:_\
Heuristic, High r:":‘-
o LA
L
J Wide domain, Low Conventionai Segregated ®
interdiscipli- programming knowledge-bases :':::'.
nary. using sub- developed by ::’_-:'
routines domain experts. \}"
. .
Y Muitiple Low Multiple Jegregated .4
Experts individual rule-bases S
methods containing -~
! heuristics from o
: tndividual - :-":.'
4 experts. ° !
Expianations High 3
Required x_.:
» R
Graphical High A
4 Displays Useful ; ‘
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An i1mportant step prior to developing the prototype Red estimator

.l' -{
L

]

was the evaluation of available expert system shells (specialized

oL I

artificial 1ntelligence programs for creating expert systems) and the

selection of the best shell for this application. One 1initial require-

ment was that the shell must be available for use on a computer secured

for processing secret information. Expert system environments (arti-

FF LA,

7

ficial 1ntelligence languages for creating expert systems that are

N
generally more powerful and flexible than shells) are not available on a 2
TEMPEST computer at AFIT and consequently were not considered for use 1in Z;
the prototype. This chapter specifies the tool requirements :initially iii
judged necessary for accomplishing the complex tasks listed i1n Chapter ::k
O
Two. It concludes with a re-assessment of the tool requirements and an gEE
evaluation of the selected tool with the benefit of hindsight. 3;;
a7
.

m 1

. s
PR 1

A

Tool Regquirements e
The selected expert system shell required twelve features for the E;Eﬁ
prototype to perform the tasks listed i1n Chapter Two. Two additional ; ::
features made development of the prototype easier. All features are ;;ia
discussed below. S%Ei
1. The shell must run on AFIT's TEMPEST Z-150 éi‘

computer. e

2. The shell must be able to do both backward and forward
chaining (reasoning from the answer to the appropriate -
question and from the question to the answer). This wiil PO

permit the intelligence data to indicate cand:idate manuevers ®
(forward chaining) and then let more specific rules {ine-tune N
which manuever 1s mest likely to be conducted {(backward el
N
o
o
LS
33 EOA S

®

e ey e T g T g e T



" ARt AR dae Ba gl gai gae A e o el e Al adl bl ol et . . . .
wr e et e e T e T N N a Y e Va ¥ Wy T W V] PN 2N\ 2 A0 ot N AN S AL S A NCAR oA SR SR oA SEAal ute oL S uc dy

chaining). Backward chaining :s also used tz {.ni ev:derce
supporting the user's “what 1f...  hypotheses

3. The shell must be able to do integer, fixed-pz.n-. anc
trigonometric math. These functions are used 2 ~impu-te
rates-of-movement and predict new unit [ocations

4. The sheil must be able to quickly search .arge amounts of
data, eirther by using a database system, segregated knowiedge
bases, or an equivalent system.

5. The shell must be able to do looping (use some rules cver
and over again). For example. the estimator must be able o
use the rules which predict new unit locations every time a
new unit 1s i1dentified.

6. In addition to ruies, the shell must be able to represent
relationships between different objects and facts with
semantic nets, frames, or object-attribute-value triplets
(data containing i1nformation about a particular attribute
possessed by a particular object, such as the size of a Soviet
military unit!. Information such as command relationships 1s
efficiently represented this way.

v {'-{5'.'-,':'
LA AN
Yy fy s e

. . >
7. The shell must demons*rate inheritance when a new object \¢:¢
would have the same characteristics (attribute values) as Wt

previous objects (for example, 1f intelligence reports
1dentify an enemy unit as a regiment, then that unit will
usually contain the characteristics of a typical enemy
regiment). This will be used to supply missing values with
the most likely or typical value.

8. The shell must have means to explain how 1ts conclusions
are reached and why 1t pursues particular lines of reasoning.

9. The shell must have a graphics capability or be compat:ible
with external graphics packages. This will make the presenta-
tion of the estimator’'s conclusions clearer and 1s also the
form of battlefield situation presentation that battle staffs

presentiy use.

10. The shell must have readily-available user support and an
easy-to-understand manual and tutorial.

11. The shell must use confidence values, certainty factors,
or probabilities to compute the likelihood of Red actions. An
inexperienced user could misconstrue the predicted Red
objective and manuever to be an established fact 1f no measure
of uncertainty 1s associated with the prediction.

o
The two features listed below made development eas:er but were not ‘t“{
required. RSN
SN
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12. The shell has a shell-specific editor.

13. The shell has a menu-interface for the expert system
developer’'s use.

Tool Selection

Five expert system shells available at AFIT were evaluated using

the above requirements: 1) EXSYS
2) GURU
3) INSIGHT 2+
4) KES
5) PC+.

All evaluations were taken from an expert system shell review conducted
by Al Expert {(14:69-73) or hands-on experience unless otherwise noted.
In addition, a beta-version {(developmental-stage version} of a future
expert system shell entitled EXSYS Professional was evaluated based on
the feature descriptions in 1ts manual (11:1-65). Database capability
{requirement four) 1s possible with EXSYS and EXSYS Professional by
using external program calls to DBASE III (S5:DBFRAME !). Evaluations
are summarized 1n Table IV.

The only expert system shell evaluated that satisf:es all require-
ments 1s EXSYS Professional, although several of the shells had very
similar capabilities. The biggest discriminator between shelis was the
author's subjective evaluation of their ease-of-use, user’'s manual, and
user-support.

Drawbacks to us:ing EXSYS Professional that are not apparent from

Table IV are that the shell 1s not commercialiy availabie, not “ested.

h7]
(o9

and a runtime version .g not ava:iablie for d:i:stributing a comples

expert system. The lack ot commerciai avaiiabii:ty of *he zhe![ and its
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Table IV. Tool Evaluation S
’ “-:’\
> 2
; o
i f.'.’f (]
1 " y
; "\: (
e )
o
TOOL | EXSYS EXSYS GURU  INSIGHT KES PC+ T
> PRO 2+ .“;\f_
| L
| REQUIREMENTS i f—‘?,'-.
| ‘ R
| i. Runs on 2-150 l Yes Yes Yes Yes Yes  Yes RS
‘ | PN
1 | e
‘b 2. Backward & Forward | Yes Yes Yes! No Yes Yes s
i chaining ;  J
» T‘ :“\"‘.
3. Math functions Yes Yes Yes! Yes Yes Yes o
| l AN
| 4. Database system Yes Yes Yes No No Yes :Q:
Ll ‘.I:‘\F
| 5. Loops easily Yes No= Yes Yes Yes Yes
SRS
.:_\::‘
5. Frames Yes?® Yes? Yest Yes Yes Yes AN
'J‘:‘_.r.
AL
7. Inheritance Yes?® Yes® No No No No N
Ll 4
RO g
_ 8. How & Why Yes Yes Yes Yes Yes Yes @
P
explanations D
XN
T
3. Internal Graphics Yes Yes Yes Yes No Yes ‘.-:.-_“
o
or graphics compatible R
P 10. Easy-to-read manua Yes Yes No Yes Yes No
11. Predefined confi- Yes fes NO= Yes Yes Yes
dence factors .
+
. 12 Shelil specitfic |  Yes Yes Yes Yes No Yes
editor T
i
13. Menu development | Yes Yes Yes Yes No Yes
interface ;
.
NOTES:
1. information comes from a user's evaluation and conflicts with
Freedman's review.
2. Sheil may be forced to perform function with add:i%ional programm:ing. =
- o
3. EXSYS by itself dces not have 1nheritance Capabii:ty. The FRAME e
utility offered with EXSYS does have :inheritance capadbilitv. \_.:::.
"! LY
Lt
-~ \-‘ '.
3¢ St
t NENDA
o
N
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runtime version are 1nsignificant because the prototype i1s not :ntended :ﬁ:;
& PN
for distribution. If serious bugs are discovered i1n EXSYS Profess:ional ®
.
.- {-l.
1ts knowledge bases can be converted to the well-tested EXSYS shell by N
by J
«"n "
IS
eliminating the more advanced features available only in EXSYS Profes- :J:ﬁ
° :-.:-s'
si1onal. An extra advantage to using EXSYS Professional has been the ®
:\':\
accessibility of 1ts developer. Therefore EXSYS Profess:onal was the RN
r-"--\
-_' \
[
tool selected for prototype development. P
~
NG
6 LN
®
,'lr:-
R
:\$N.
Ra v
Re-assessment of Tool Selection DL
U
< N
®
Ny
&)
Changes to the tool requirements evolved during prototype develop- ;?¢
)
A
ment. Two of the 1nitial requirements became irrelevant; two addition- S
hﬁ" d
- )
al requirements satisfied by Exsys Professional became very significant, e o
A
S
as did three new requirements not satisfied by Exsys Professional. -;::
-.-f- ,
The two 1irrelevant requirements were for the shell to be :nstalled -
é .
on the TEMPEST computer and to have inheritance. The prototype never ’
contained the sophisticated knowledge that would warrant classification N
~
or a sophisticated inheritance mechanism. These two requirements do ‘
¢ °
become more significant as the level of knowledge conta:ned :n the Red -
estimator 1ncreases. The simplie inheritance mechanism actually used in .
the prototype 1s discussed i1n the next chapter. .
("\ . -.-
The two significant new requirements satisfied by Exsys Profes- ?\rﬂ
SO
. A
sional were R
N
SN
AN
1. A sophisticated command ianguage to provide tlexibility 1in { Y
. . - . ; REN
- the control of ruiebases. The eventua. system design required °
vhe shell %¢ execute muitiple rulebases and externai programs -
dependent on different conditions.
3z
.o
-
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2. Sophisticated control of the way confidence values are

computed. This aided in determining which information

contributed to which results and led to the development of

rules to aid intelligence collection management.

The three additional requirements not satisfied by Exsys Profes-
sional were:

3. The ability to create new frames as opposed to filling :n the
values of previously created blank frames. The new frames would conta:in
information that had changed with time, while the old frames would be

stored to provide complete historical data.

4. A sophisticated list processor to store and keep track of
hypotheses.

5. Dependability.
The first two unsatisfied requirements were not critical to the success
of the prototype because enough blank frames could be prepared to handle
a sample scenario and Professional’'s command language prcvided a means
to keep track of which objectives and maneuvers had been examined.
However, the number of errors in the beta version of Exsys Professional
prevented development of a fully-functional prototype. Some of the
errors occurred during critical development chores, such as the storage
of ruies. The developer of Exsys Professional provided new versions and
quick fixes to the errors, but 1n the short time available for prototype
deveiopment not all of the errors could be overcome. Table V lists the
author’'s evaluation of the strengths and weaknesses o!f Exsys Profes-
sionai. The prototype was not converted to standard Exsys because Exsys

does not satisfy the first two new requirements.
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A4 Table V. Evaluation of Exsys Profess:ionai

(Versions 0.0.8 to 1.0.0)

» Major Strengths

Sophisticated Command Language
Sophisticated Confidence Value Control
Easy Interfacing with External Programs
Easy to Learn and Use

- Excellent User Support
Major Weaknesses
¢ Not yet a commerciaily reliable product due to software errors
Difficult to Perform List Process:ing
¢
Conclusions
None of the expert system shells at this time are flex:ble and
°- £
dependable enough for the development of a Red estimator. A sophist:i-
cated prototype will need to be developed using a well tested Al
environment that provides a sophisticated contrcl structure, flexible
8
con%rol of confidence value computations, easy l:z% processing, the
ab.li1ty to create frames, and the ability to call convent:i:onal external
programs. In addition, the Al environment must be installed on a
- — -
TEMPEST computer to protect authentic rules and classified knowledge.
Zuch an environment was not avallable to this researcher.
-
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V. System Design

This chapter describes the system design used tc :mplement the

tasks and knowledge requirements of the Red estimateor 1n the exper:

Q]

system sheil. The Ked estimator uses knowledge stored :n rujes, frames,
or ra.~ulaved by externai programs to predict Scviet tactical manuevers.
Three Jatabases store working knowledge 1n {rames consizting of each
data record Five ruiebases contain most of the doctrinai knowledge.
Four external programs, represented 1n the prototyre bDv lo0k-up tables
stored n text {1i1es, calcuiate numeric values neei=i by the Red

A

estimator. Figure I depicts this system design. Arrcws point toward

the compcnent receiving the i1nputs.

Latabasec

Three databases ccntain the working xnowledge .3ed :n the Red

2ghImator “he Red units database maintains a trame {:r every repor-eld

Zed urn:+. The :1ntormation about a particular unit mav te updated by the

Y
or
e}
-3
x>
o]

in%e...:gence tusicon reparts or :nferred by the Red eztim

g
v

=)
7]
Py

evamp.e :rame 13 shown in Figure 3. The objectivesz d3-abase main-

fnr every pcssible predefined objective, inc.uding any EB.oue

3
o
3
i)
-

mi.1%ary units .n the proximity of a Red unit. An sxamp.e !{rame .3
own in r.gure 4. The terrain database consists ¢ a4 [~2k-up tab.e n

~he protonype tut shouid consist ot wej.-prepared -mputer files noarn
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operational system containing information about obstacles, electronic
lines-of-si1ght, and traversability during varying weather conditions.

The terrain data should be digitized to support graph:ical d:isplays.

Rulebases

Five rulebases derive supplemental facts about particular Red
military units, the most likely Red objective, the most likely Red
manuever, the existence of unanticipated results, and information needed
to 1ncrease confidence levels in the results. An exampie rule from each
rulebase 1s shown 1n Figure 5.

The decision aid first selects a reported Red military unit and
forward chains through rules to derive information that cannot be
directly observed, such as the level of emphasis that the Red unit 1s
placing on military principles of surprise, mobility., and firepcwer.
This information 1s stored with other 1nformation about the Red unit for
use by other rulebases.

The next ru.ebase backward chains through a set of rules to pick
the most likely Red objective out of those expected to be 1n the
proximity of the Red unit during *the time irame of 1nterest. The
prototype design assumes that the system will run faster :1{ trad:itional
location/time comparisons prune the search space; the system w:ili be

more wide.,y accepted 1f mu.tiple sub-ruiebases based on different

theories are wu'ed %o predict Red actians; sub-ruiebases using diiferen-
indicatore for predictin? Ked actionz are .ess like.v to be {22led v
4’1
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+ RULE NUMBEK: 4 i

4"
l"

R

P

iF:

(EMISSICNS LEVEL] = "LOW’

£
«

THEN:

»

e

",,

THE DETECTED EMISSICNS LEVEL ON THE RED COMMAND NET IS (LOW}

- v

and: {INDICATIONS OF SURPR] IS GIVEN THE VALUE [INDICATIONS OF

.
Nl
, i)

SURPRISE. +

Figure Sa. Exampie XHule <3 infer Addit:cnal
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/* RULE NUMBER: 10
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P
A
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RULE: OBJ 2

PO
e

(SIDE IN CONTROL! = "BLUE"

U4
-
-

A
LRaN

&

and: {THE CCRRELATION OF FORCES) <« 3

THEN i
. - -~
> THIS IS THE ACTUAL RED OBJECTIVE - Conf:dence={0RDERS VALUE: » ’ )
{%C 11/ [PRIORITY. P?f~
="
ey
and: X> DB_PK(OBJECTIV.DBF OBJECTIV.NDX [OBJECTIVE] POS ATTAKR [RED ::.
UNIT UNDER INVESTIGATION)) :{{i‘
k I-‘ ‘3
and: {C5 _CONF:! IS GIVEN THE VALUE [%C 5] \..-\,-.
RN
and: X> DB_PK(OBJECTIV.DBF OBJECTIV.NDX [OBJECTIVE] CONFIDENCE :;:;;
(C5_CONF1) iy
\'A':'-
@ and: [%[0OBJECTIVE]}] IS GIVEN THE VALUE [%C 5] ';'“
ELSE

> THIS IS THE ACTUAL RED OBJECTIVE - Confidence=[ORDERS VALUE] =«
1/ {PRIORITY]

S and:  ¥> DB_PK(OBJECTIV.DBF OBJECTIV.NDX (OBJSCTIVE POS_ATTAKE [KED )
UNIT UNDER INVESTIGATION]) s
oy
and:  [C5 _CONF) IS GIVEN THE VALUE (%C 5] i
and: x> DB_PK(OBJECTIV.DBF OBJECTIV.NDX [OBJECTIVE} CONFIDENCE iyi:
‘i {25 _CONF D) ‘e
and:  [%[OBJECTIVE:] IS GIVEN THE VALUE [%C S
NOTE:
IF THE CCRRELATION OF FORCES [S RELATIVELY LOW, THEN THE RED UNIT MUST R
- DEPEND MORE CN MOBILITY THAN OVERWHELMING STRENGTH TC SUCEED IN AN °
ATTACK e
REFERENCE ot
FM 100-2Z-., PP 5-14.15 e
K
. °
Figure 5b Example Rule %o Seiect the Moz Lixe dbrecnive .
4< :'_:.;_‘-'.
";':
. Ly
\
o e D o A o B R NN NN EIINEN. o




k3

oW vt

S

¢

< &
v

1
PG

adls

PR
5e

/% RULE NUMBER: 13

RULE: MAN 2

{SIDE IN CONTROL]

"RED”

THEN: )
X
)
> THE INTENTIONAL OR THE FORCED DEFENSE - Confidence=.8 gﬁ
1,\'
g,
and: > THE WITHDRAWL - Confidence=.2 :ﬁ‘
a
:" \
e
I-..\
ELSE: S
o
> THE INTENTIONAL OR THE FORCED DEFENSE - Confidence=0 -
and: > THE WITHDEAWL - Confidence=z0 AON
._‘-;.\
o
e
S
felidnlt .-
NCTE : ’ i
o
RED DOCTRINE STRESSES TENACITY AND RED IS MORE LIKELY TO DEFEND CAPTURED ﬁ:'
OBJECTIVES THAN TO WITHDRAW FROM THEM. IF RED DOES NOT CONTROL THE ﬂ:

OBJECTIVE. THEN IT CANNOT DEFEND THE OBJECTIVE.

Figure Sc. Example Kule to Seiect the Most Likeiv Manuever
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and:

and:

THEN:

and:

and:

Ny
I,

®
RULE NUMBER: 26 ng
\f‘n
-..N-
COLLECT & N
[ o
N
NG,
°
N
{ANSWER] <> "N~ ]
e
[SIDE IN CONTROL] = "BLUE" Nt
®
{THE CORRELATION OF FORCES] ¢3 o
DA
o
N

{MOBILITY CONF} IS GIVEN THE VALUE (.INDICATIONS OF MOBILITY] +
(UNKNOWN MOBILITY INDICATORS]) / [POSSIBLE MOBILITY INDICATIONS]

[MAX NEW CONF IN THE ] IS GIVEN THE VALUE (NEW ORDERS VALUE] +#
[MOBILITY CONF] / [PRIORITY]

X> REPORT(FINAL.RPT)

X, DISPLAY(COLLECT.MGT)

[(MAX NEW CONF IN THE ] IS GIVEN THE VALUE [NEW ORDERS VALUE] =
1/ [PRIORITY]

X’ REPORT(FINAL.RPT)

X, DISPLAY(COLLECT.MGT)

Figure 5d. Exampie Rule %tc Compute <he

Impact of Missing Information
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o
misinformation. Therefore sub-rulebases use different approaches to Qﬂ
® . >
calculate the confidence they contribute to the Red unit's most likely (]
NS
objective. The first sub-rulebase prunes 1ilogical choices. The next [
A-"-N
A
sub-rulebase considers the doctrinal value of the objective, 1ndependent A
y
A
A 8
v of the situation. The third considers the Red view of the correlation- 3
of-forces and 1ts emphasis on various mil:itary principles to foresee ':q
-, .'{
where the Red unit 1s likely to perceive 1t can take the advantage. The 5f:
-
e

final sub-rulebase, not implemented 1n the prototype, would compare the
Red unit's past movements with those deemed necessary to take a partic-

ular objective.

»

The decision aid then passes the most likely objective to a forward
chaining ruiebase that selects the most likely manuever that the Red

unit will use to capture his objective.

L
A few rules check the results for unanticipated situations that Y.
o
K,
require human interpretation, low confidence levels, arnd very high }}:
confidence levels before the aid displays final results. Any of these Efj

results may indicate Red deception efforts or changes 1n tact:cs.

The last rulebase 1s an inteliigence collection management a:d
which searches for unkncwn :ntf.rmation and computes the 1mpact that such
knowledge might have on the Red Estimator’'s results. The user selects
an objective which he would ii1ke this rulebase to cons:ider. The
rulebase then backward chains %o find all indicators with a defauit
vaiue of ‘unknown’ that couid 1ncrease or decrease the contfidence :n
that objective. The confidence 15 recomputed using both the best and

worst values for each i1ndicator, similar to a sensitivity analysis.

f{ver the pocssibie conf:dence change 1s computed {or each unknown

o
s )

E
|
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E
t
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indicator, the total change :n ccnfidence possible by using the best

value for all unknown i1ndicators 1s computed and all the indicators and
their possitle 1mpacts are displayed. The operator may now judge 1f the
change 1n confidence warrants allocating resources to collect any of the

unknown information.

External Programs

External programs used by the prototype are merely look-up tables
stored as text files. The operational Red estimator, however, will
requlire more complex programs.

The first external program looks-up the doctrinal value of objec-
tives. This program may remain a text file i1n the operational Red
estimator to facilitate user modifications. Figure 6 depicts a sample
file.

The next external program outputs the ratio of Red combat power to
Blue combat power as perceived by the Red unit. In an operational
system this program must take 1inputs concerning the estimated number and
type of equipment and men assigned to a unit, the length of time a unit
has been 1n combat, and the readiness level of a unit, and compare these
values using nomograms i1ssued to Soviet commanders for estimating the
correlation of forces. Of course this presupposes that such nomograms
are possessed by NATC. A sample nomogram to calculate the reguired
number cf Soviet anti-tank weapons for corducting a defense 13 shown in

Figure 7 (2:141;.
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Required desinuction
n pereent of Lacgets bl

Problem: How many antitank means are needed to destroy not less than 60% of .-
the attacking enemy tanks? < _..]
GCiven: Expected quanuty: 25. e
Probability of first round hit: 0.2. N
Rate of fire while target s in range: 10. S
Solution:  Find required destruction and read up to probability of first round hit. ':
Read across to expected quanuty of tanks. Read down to rate of fire. N
Read across to quantity of antitank means. »
Answer: 10 antitank means are required. .
Figure 5.7. Nomogram for computing the required quantity of antitank means N ¥
Sl
. - . »
Source:  Col. A. Ia. Vainer, “Takticheskie Raschety.” Moscow: Voemizdat, 1982, p. 54, \-_._-:
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Figure 7. Sample Soviet Nomogram (2:141)

{Not 1mplemented i1n prototype)
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| The next external program outputs the expected locations/t:mes for ::J
.'.\..'_
e . Ta
ail units and objectives. In an operational system 1t must be capable ®
'.z-,c.r
; Dol oS
2f distinguishing possible avenues of approach from 1mpassable obsta- »:;
e
LY
s
cles. TRW 1is currently designing such a system to be a component of an ?:f
N ;\:,,
& ) .
| operational prototype data fusion device, the Limited Operational
Capability-Europe (LOCE) (27:1-1).
The last external program needed 1s a table of the values that
L 4 .
: certain pieces of i1nformation contribute to the confidence ievels. Such
a table allows the user to easily modify which information contributes ﬁ{:
Y
ey
the most to the results should the Soviets change tactics to counter the Ja
e '-t"'.\f
Red manuever estimator. g

The simple components 1n the system design conceai complex devel-

opment issues that must be resolved before the Red estimator becomes

R P
v(n/-{n{*'.‘l} o
Ly LN
d Bl ok f L ha

¢
@

operational. The next chapter discusses these 1issues.

o
<
L4
-
‘_h
.
»
s
T
. ..’l.‘-
N -
@
S
-
NS

“vo»
e a1




VI. Issues, Future Implications, and Conclusions

This chapter reviews the 1ssues that arose dur:ing prototiype
development, summarizes the prototype's performance, delineates the
benefits from this research effort, and draws general conclusions about
the future of AI and RAAP. New complexities i1nherent 1n predicting Red
actions were revealed with the development of each component of the Red
estimator. Table VI presents these 1ssues, their 1mpact on an opera-
ticnal Red estimator, and the research needed on these issues :n other
disciplines (as well as 1n AI) prior to the development of an opera-

tional Red estimator.

Knowledge base Issues

Common :ssues that arose while developing the 1inputs to the FKed
estimator include the resolution of the databases and the extensive
preparation that they require. Issues specific to the Red Units
database are the availability of signailing elements and inher:tance.

Resolut:on. The one 1s3ue pertaining to a.: the data used ty the
Red estimator 1s 1ts resolution. The prototype usec a generic sice

military uni*, acsumed to be a regiment, which 1s the smaliest Soviet

[
o
-3
W
o3

tactical unit capable cof conducting independent :pera®:ion

(¥ 9
['Y)
*

extended period of time {8:5-22,. I{ the Red estimator 1s use

t

39}

(g™
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~ommand and controi levels above the ATCT. *the approrr:ia‘s =.
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would be division or army. Larger Soviet units, however, have subunits

Phal b "]
NN
AN
{ b W'

e
v
AL

performing different tactical manuevers at the same time. This makes

CAZC A ND
Fary

identification of the overall manuever more difficult unless the ~

-\‘(.

manuevers of several of the subordinate reg.ments are known. Further Q}

o

kK& ~Ty
research 1s needed to decide 1{ the actions of larger un:its may be '\ .

X ™
3 inferred without first examining the actions of the subunits. The Red '.1
i estimator then must focus 1ts output on the unit size most appropriate f:q
- 3
for the command and control level 1% 1s aiding. ;‘J

: -
. The level of detarl contained in the databases, particularly 1in the ,j"
: terrain database, needs to conform to the resoiution of the Ked units. .}1
, Al

4 The prototype divided terrain 1nto undefined sectors of interest, '-N
= ‘."\
. ) ~TLN
. assumed to contain the area that a Red unit was capable of covering O
. e
. ..':'. ﬁ
N dur:ing a user-specified period of time. This technique was used to e
F ¢ AR

simulate pruning the search space containing pcssible Red objectives.

g An operational system, however, must compute the appropriate area to
search. OUperations research techniques might provide appropr:ate sub-
routines for selecting the appropriate terrain sector s:ize.

Extensive Preparation of Databases. The accuracy and usefuinesz of

~ the Red esti:mator will always depend on the guality 2f the data ava:r.-

19

abie to 1t. The terrain and objectives databases re=7.u.re extensive
development before the Red estimator wiil become zcperaticnal. The:r
preparation must 1nclude procedures fcr special updates due to weather .

; and the movement of Blue forces. While a Fed Un:*s dJdatabaze modeied

after chat of the prototype does nc' reguire extens.:ve preraraticn, an

extension %o +“he database t¢ examine ndividua. Red unitz o Toozer

. v
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The terrain database 1s the largest. It must be detailed enough to ?:
- -,
reveal obstacles, possible avenues of approach for diiferent sized )
--’\
3 units, concealment, lines-of-sight for electronic commun:ications, :?
]
- A
3 expected rates of movement or traversability, and the effects of varying :rﬁ
- *. '-1 (3
weather conditions. Weather effects are an important consideration ).
', o
: because they may turn a possible avenue of approach into an obstacle, -
- I-‘
- _...: .
3 such as when a river floods a bank that 1s normally suitable for a river o
9 -
Crossing. L
¢ AN
The objectives database must be developed and updated to 1ncliude Y
- 'J..!
» Y
. all military facilities, key transportation routes, and key terrain N

features that are likely to be Soviet tactical obj;ectives. Th:s
database must interface with the Blue decision aid to update the
location of NATO forces, which also may be Red objectives. The Red
estimator assumes that it has perfect knowledge of the location of Blue
forces. In the fog of war, however, such an assumption may be 1nvalid.
Another database that could be developed 1s one containing the
characteristics and quality of individual Soviet units and leaders, as

nbserved during Soviet training exercises. This would i1ncrease the

detail of available Red un:it data should one of these units be observed -

during a conflict. Of course, much more dz2tailed rules than are

. w3 -
o s
s % %7 %

demonstrated 1n the prototype wouid be required to take advantage of

._r
S o
vVa
a

such a database.

Ca
o
.
y
3

The success of an operational Red estimator wiil depend on the R
extensive preparation and maintenance of 1i1ts databases. The cne N
davabase that does not depend on extensive preparat.dn peses “wo unigque N
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problems: the availability of signalling elements and the degree of
inheritance required.

Availability of Signalling Elements. The prototype Red estimator

assumed that the i1ndicators or signalling elements that 1t uses are col-
lectible. However, some of the i1ndicators 1t depends on are not trans-
mitted by proposed fusion technology systems (21). Other :ndicators
would be available only from Human Intelligence reports, which may be
scarce. These 1indicators are annotated in Figure 4. It i1s 1mportant
that the developers of fusion technology systems and the Red estimator
cooperate %o ensure that the outputs from one decision aid match the
input requirements of the other.

It 1s also possible that today's 1intelligence collection efforts do
not emphasize the best doctrinal indicators. A research effort 1is
needed %o ensure that the best i1nputs to the Red estimator are col-
lectible and contained i1n the outputs from the data fus:ion system.

Inheritance. The prototype uses very simple :inher:tance so that
information known about a Red un:it 1in one time-frame includes the
unchanged information from the previous time-frame. This 1s done by
using the same database record for each un:t and overwriting the
previous vaiues when new 1nformation 1s received. While adeguate for
demonstrating this prototype, a more real:st:ic decision a:d wouid suore
old 1nformation (database records) to compare with current :nformation
for trend analysis. This wouid necesz:tate a mecre complex :nher:itance
scheme, *to allow i1ntelligence updates to create new database frames
reflecting values observed at one +ime, vet referencing the informat:ion

stored 1n older frames tc suppiy missing 57 unchanged values.
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Ruilebase Issues

Securi1ty and maintenance are 1ssues that effect all of the Red

e

estimator's rulebases. Issues that effect the development of specific

rulebases are time representation, incorporating the knowledge of
muitiple experts, and the management of intelligence collection re-
quests.

Security. The largest challenge an operational Red estimator would

face 1s the chance that the Soviet military would obtain a copy of 1ts
rulebases. By knowing exactlv how much confidence each indicator lends

to a specific outcome, the Soviet forces could provide NATO intelligence

with Just the right i1ndicators to predict the wrong Red objective.

Soviet military wr:itings indicate that they foresee the development of

l.v.‘

automated systems similar to the Red estimator (9:295). Their writings

o
Pg
AL

also stress the value of deception :in miiitary tactics (23:45, 2:30).

k ',l:’l‘-
A

“ .I

N 8 %

Therefore 1t is logical to conclude that the Soviet military would

S

ictively attempt to deceive the Red estimator.

Rules will be i1mplemented as described :n Chapter Five to check for
Soviet deception efforts. However, shouid the Sov:ets rece:ve a copy of
the rulebases, “hey would know which indicators to avoid to prevent
uspicion. It 15 :mperative that the security cf the ruletases be

protected cnce the development of the Red estimator i1ncludes authentic

Maintenance of Hulebases. The dootrinal knowledge :n the Hed

estimator 1s embedded 1n the ruies, whicth are <he most difrficult part of

11.

the syztem %c modify. Wh:ile tacticai doctrine governs the tra:ning and

S e e e
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equipping of forces, and therefore cannot be changed qu:ickly or :inexpen- fiﬂ
Y
sively, a major political-military event or military efforts to counter o
FR
'z;r.
the effectiveness of the RAAP program may create doctrinai changes }2;
_,. -n
si1gnificant enough to 1mpair the Ked estimator. R
S
One political-military event that might si1gnificantly affect Soviet
doctrine would be the elimination of tact:ical nuclear, biological, and
chemical weapons. A great part of Soviet doctrine 1s based on the need
to disperse troops to protect them frcm these weapons, and maintaining
the mobility necessary to cross contaminated areas (23:54-56.,79). Such
a change would affect rules 1n the Red estimator dealing with the width
of avenues of approach, rates of advance, the massing of forces, and
other topics that are not obviously related to the use of nuclear,
biological, or chemical weapons. The prototype does not contain enough
detailed knowledge to be affected by such a change. However, an
operational system would need to be maintarned by experts on Soviet
doctrine aware of the possible i1mpact of major political-military
events. el
Time Representation. The prototype Red estimator represents t:ime }};;
,;\::x
as “snapshots.” Fused intelligence i1nputs update the database files e
®
until a run begins, overwriting changed values while leaving default or R
previously updated values unchanged. The Red estimator does nct receive
any new information during the run and treats 1t's database files as a R

“snapshot”™ of the state of the world at the <ime of the last update.
After the run the database fileg are again updatred with anv informat:on

that came in during the run time.
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Another way to handle time might be to continuously check new
1nputs, as they arrive, for 1nformation that confirms or disputes
previous Red estimator results. I[f confirming information is received,
the confidence level 1s 1ncreased; :f{ disputing information 1s received,
the confidence level 1s decreased and previously 1inferred facts are
retracted. This representation provides continuous updating and would
notify the user of changing results sooner. Possible disadvantages to
this represent.tion are that 1t would either require more rules to send
the 1ncoming 1nformat:on directly to the appropriate rulebase, or 1t
would require the entire program to run again. Either alternative may
lead to longer total run times. With these considerations, further
research 1s needed to select the best time representation.

Multiple Experts. Diverse opinions exist among 1intelligence

experts as to how reliable different approaches are for estimating Red
acvions. The prototype loosely models current Army methods for 1intel-
l1gence preparation of the battlefield (7:1--4) i1n that 1ts inferencing
1s largely driven by the relative locations and times of un:its and
obsectives. The prototype design departs from current methods with a
sub-rulebase to compare past events (toc those events necessary to
comp.ete a hypothesized manuever) 1in order to fine-+tune the conf:dence
ievels reached by locaticn/time comparisons. This approach 1s favored
1n the contractor’'s proposed Red estimator des:ign (12:8-10). Due to
constralints on the time availiable to develop the protatype, the event-

dpiven rules were not actuaily i1mplemented. The protctyge dces imple-

el
R
r
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ment another expert’'s opinion 1n an add:tiznal sub-rulebas

compares the relative doctrinal strengths ! 2profing unin3d I thize
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needed to capture particular objectives (l). By segregating the b;\
r:‘.r:'

experts' oplnlons 1nto separate rulebases, each approach 1s considered (]
P
ey
without forcing the :individual experts to form a consensus that may be :~:{
e
weaker than the individual methodologies. Because each sub-rulebase :af\
I

uses different indicators, there 1s also a lower chance that the final Ly
R
e
outcome can be manipulated by Ked deception efforts. Subjective RN
evaluation of the utility of multiplie sub-rulebases by several intel- z
-

ligence experts 1s needed to confirm these assumptions.

Management of Collection Requests. The prototype Red estimator

demonstrates the ability to show i1ts user which informat:ion, 1f known,
could most 1mprove the confidence 1in 1ts resuits. This capability could
guide the user’'s submittal of priority information requests and current
operation's re-tasking of available reconnaissance assets. Further
research would be necessary to assoclate the best methods of collection
with the 1ndicators requested by the Red estimator. Human intervention
would be necessary to confirm that any additional conf:dence gained by
collecting the desired information wouid be worth the expenditure of the

reconnalssance assets.

Externa: Frogram Issues

T o '._' ",-r.'). °
SH% NS '\nl"-."l ,' .

R N
.". R

The external programs calcuiate ccmpiex numerical va.ues tcr the
Red estimator, or contaln va.ues that the user should be able t¢ mod:fy

easily. The cdata used to create these programs 15 as :mpertant as the

careful preparation cf the knowledge bases. Ke.ated .z3ues c~oncern the




4

0

. . S TR AT AT e e e T
PRSPPI S U S Sev TN W= S JE S Sy S

availability of Soviet nomograms, knowing where to look for the Red
units, and reliability of the Red estimator’'s results.

Availability of Soviet Nomograms. The correlation of forces should

be calculated from the Red point of view, based on what Blue believes
Red knows about the Blue forces. This )job necessitates using Red
nomograms. Consequently the Red estimator must be secured for the level
of classification of these nomograms, assuming that NATO possesses them,
and sti1ll be accessible to 1ts users 1n the ATOC. A more complicated
1ssue highlighted by this component but i1mplicit throughout the design
of the Red estimator, 1s that Blue must estimate not only what Red 1s
doing, but what Red thinks Blue 1s doing. As a worst case, Blue can
always assume that Red has virtually perfect information about Blue.

Where to Look for Red? The avenue-of-approach and proximity-of-

units calculator provides information about how far a Ked un:it must

travel to reach particular objectives considering possibie routes. This
program was not implemented i1n the prototype due to time constraints and
the reality that 1t 1s a difficult problem 1n 1tself. This program must
also 1nterface with the terrain and Red units databases. and may involve

scme Al te

[p]
jog
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27:1-6). Further research :s needed to i1mplement

o
3
o
“
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5
3
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O
3
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Confidence Value Reliability. Changes 1n Sovie’ tactics, or

perhars ;ust the masking o1 the i1nd:icators used by the Ked estimator,

may resuit from the Soviet miiitary leadership’s attempts to counter

SAAP. By wusing different fcrmations., dizre

oy

arding or delaving some
preparatians, or concealing preparatiens, the Soviets may eventual.ly

render 3ome ruies unreiiable. in th:
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confidence contribution of the afected rules by editing the values 1in At
’
KM
the external text file containing confidence values. (]
l"ﬂ
o
The prototype uses confidence values based on the number of o
.f-.
. NaS
indicators received divided by the total number of indicators possible. oo
NS
Jsers can modify the weights assigned to each :1ndicator; otherwise each !‘
indicator 1s treated as being of the same information value as any other ':n
NP
- A
indicator. N
Future research might 1nciude a value of 1nformation study on the !._
e
NI
indicators to be used in an operational system. User confidence 1n an s
,
z{.r
operational system would probably be increased by comparing Red es- f\J
ah
t1mator resuits to Soviet exercise scenarios 1n order to ver:fy that the ’

’
N

[

decision a:d produces reliable results.
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The prototype fed estimator displays oniy zext files, due toc the

time constraints during 1ts development. It's future users, however,

are accustomed to performing the inte.l.lgence prepara%icn ot the

. . »
tattiefield by study:ing maps. The ATOC current.y re..ec on e.:ght ce-
l.-..
different maps r graphics to present the 1nformat:on %o fe cutput by oan o)
N . -~ _.\‘_.
operational Red estimator (20°B-4 to B-9:. For best user acceptance. an S
, , o ’
nperaticnal system must d:isplay 1*3 outputs in the form that g used and RRe
_\
understcocd by military operators -- maps ard €raphics -
afs!
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Prototype Performance

The prototype proved to be a very useful tocl for exp.coring -hese

compiex 1ssues 1nherent :n an automated Red estimator. However, 1%z

actuai performance 1s lecgs than desirable.

Due vo the lack of development time, errors 1n the beta vers:on

sheil., and 1nadequacies in the fall back commercia’' expert svs+em shel.

for handling the complexities of the 1ssues involved, the prototype dces
not demonstrate all of the features proposed i1n the system desigr. The

missing features i1nclude the external table of confidence values, the

avenue of approach and prox:imity calculator, and the sub-rulebase +o2

assi1gn confidence to a possible objective based on past Red movements.
The system 1s not robust and does not consistently complete 1ts runs.

Although the rulebase for coliection management has been successfully
vrested, 1t has not been successfully integrated with the entire system.
The latter problems associated with executing the program are caused by
documented

errcrs in the beta vers:i:on expert system shel..

Lespite these probiems in the prototype, 1t can sti.l be used tc
d1emons*trate the system desi1gn with the except:ion 2f lcoking-up modilied
confidence values The coilection management ruiebtase must be demcn-
strated indeperndentiy from the system

Further development of <he prototype buil%t :n this study s

innecessary A mcre productive ettort wocuid be <2 imp.ement the2 same
system dezign in an expert sys.em envircnment for further exploration of
the 13sues raised :n Chapter IZ:ix The ked est:matzr {fuifililed its
purpose by raising .ssues about 1ts required inputs. 2utputs. and
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proposed capabilities that can be used to crit:que the contracted Ked

estimator.

Summary
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The ma;or benefits from *his study ar

use of ruies to evaiuate the impact of
estimator system 3Zesign that i1s robus:

ned indicators Table V. zan serve as

4
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.nformatvion,
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a check.
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vhat need to te conducted and experti:se that needs

fui. scale deveiopment of an operationa.
1ssueg are: rule base secur:ty., because

Red estima

[EN

3

wou'!d be so de‘rimental, the availability of

because a system that uses unavailable

o
R

La.
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infcrmat:icon

the reed for an interdiscip.inary approach

estimator, because without adequate knowledge
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ccntidence va.ue table that adjusts the weighting of the coni:dence

¢

contributed by d:i:fferent indicators to the results. Becth 5! these

..\

LN

PG

features protect against Soviet efforts to conceal the indicators of :::

_ v

heir objectives and manuevers. e
o

¢
A J ?

The deve.cpment of <he Red estimator ac a knowiedge-based 3zystem .3
apprcopriate and feasible. bu% 1t wil. require the :ntegra+-ion of Al
)
onventional groéramming, and cperacticnz research technijues tigether

-
o]
(a2
2]

with a grea* dea. of operaticnal know.edge that st:il! needs
assimiiated. Th:i:s will require more research, the suppcrt =f manv

mi.itary agencies in the gathering of data, the coordinat:ion ~¢ Csontrac-

vors designing the different, interfacing decisizn ards <o bte used fop

RAAP. and rarefy! managemen® %o see tha® al}l :ssues are resolved. This
»

RIICPT 13 technt.IgiTaliy teasit.e. but may rejl.ire years ! resfearcn
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A Sad

VARIABLES:

{MOUNTED TROOPS] THE ANSWER TO THE QUESTICN, ARE THE RED UNIT'S TROOPS
MOUNTED?

Default Confidence = 100.000000

Type = S

(THE CORRELATION OF ¥] RUN(TABLET PWRRATIO [[RED UNIT UNDER
INVESTIGATION]) [(DEFENDERI] sC /M) THE RATIO OF RED COMBAT POWER TO
BLUE COMBAT POWER AS ESTIMATED BY THE RED UNIT

Default Confidence = 100.000000

Type = N

Lower limit = 0.000000

{RED UNIT UNDER INVES] THE NAME IN THE REDUNITS DATABASE OF THE RED
UNIT BEING INVESTIGATED

Default Confidence = 100.000000

Display at end

Type = S

{DEFENDER] THE NAME ASSIGNED TO THE BLUE UNIT CURRENTLY DEFENDING THE
POSSIBLE RED OBJECTIVE.

Default Confidence = 100.000000

Display at end

Type = S
[OBJECTIVE] THE AVAILABLE TARGET (OBJECTIVE) LOCATED IN THE RED UNIT'S
ESTIMATED TERRAIN SECTOR OF INFLUENCE
Default Confidence = 0.000000
Display at end
Display confidence
Type = S
[CHOICE TEXT] The possible tactical plays tre Red Un:it might try are:
Default Conf:idence = 100.000000
Type = T
(C1_CONF] THE CONFIDENCE IN CHOICE #1
Default Confidence = 100.000000
Type = N
Jpper limit = 100.000000
Lower o1mit o= 0.000000
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[C2_CONFl THE CONFIDENCE IN CHOICE #2
Default Confidence = 100.000000

Type = N
Upper limit
Lower limit

100.000000
0.000000

[C3_CONF] THE CONFIDENCE IN CHOICE #3
Default Confidence = 100.000000

Type = N

Upper limit = 100.000000

Lower limit 0.000000

1

{CS_CONF] THE CONFIDENCE IN CHOICE #5
Default Confidence = 100.000000

Type = N

Upper limit 100.000000

Lower limit = 0.000000

i1l A COUNTER TO INCREMENT RULE CONTROL IN THE COMMAND FILE
Default Confidence = 100.000000
Type = N

{SECTOR] THE TERRAIN SECTOR THAT THE RED UNIT IS PROJECTED TO BE IN AT
THE TIME OF INTEREST

Default Confidence = 100.000000

Display at end

Type = N

{CHECK SECTOR] A VALUE USED TO CHECK THE DATABASES FOR INFORMATION
AB0UT THE SECTOR OF INTEREST

Default Confidence = 100.000000

Type = N

{TOTAL NUMBER OF RECO] THE TOTAL NUMBER OF POSSIBLE OBJECTIVES LISTED
IN THE OBJECTIVE DATABASE

Default Confidence = 100.000000

Type = N

[{EMISSIONS LEVEL] THE DETECTED RELATIVE LEVEL OF COMMAND RADIO NET
EMISSIONS

Default Confidence = 100.000000

Type = S
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[INDICATIONS OF MOBILITY. THE NUMBER OF INDICATIONS THAT THE RED UNIT
I3

EMPHASIZING MOBILITY

Default Confidence = 100.000000

Type = N

Initialize = 0.000000

(TOTAL DETECTED MOBILITY] DETECTED NUMBER OF INDICATORS OF THE RED
UNIT'S LEVEL OF EMPHASIS ON MOBILITY

Default Confidence = 100.000000

Type = N

Initialize = 0.000000

{INDICATIONS OF FIREP} THE NUMBER OF INDICATIONS THAT THE RED UNIT IS
STRESSING FIREPOWER

Default Confidence = 100.000000

Type = N

Initialize = 0.000000

{TOTAL DETECTED FIREP] THE DETECTED NUMBER OF INDICATORS OF THE RED
UNIT'S LEVEL OF EMPHASIS ON FIREPOWER

Default Confidence = 100.000000

Type = N

Initialize = 0.000000

{INDICATIONS OF SURPR] THE NUMBER OF INDICATIONS THAT THE RED UNIT IS
EMPHASIZING THE PRINCIPLE OF SURPRISE

Default Confidence = 100.000000

Type = N

Initialize = 0.000000

[TOTAL DETECTED SURPR} THE DETECTED NUMBER OF INDICATORS OF THE RED
UNIT'S LEVEL OF EMPHASIS ON SURPRISE

Default Confidence = 100.000000

Type = N

Initialize = 0.000000

{POSSIBLE MOBILITY IN] THE POSSIBLE NUMBER OF INDICATCRS OF THE LEVEL
OF EMPHASIS ON MOBILITY
Default Confidence = 100.000000

Type = N
Initi1alize = 2.000000
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(DETECTED OPERATIONS] A LIST OF PAST OFERATIONS DONE BY THE RED UNIT
THAT WERE DETECTED BY THE BLUE SIDE

Defauit Contidence = 100.000000

Display at end S
Type = S g

TSIDE IN CONTROL] THE SIDE CONTROLLING THE OBJECTIVE -
Default Confidence = 100.000000
Type = S

{PRIORITY] RUN(TABLET PRIORITY [OBJECTIVE TYPE] /C) THE PRIORITY OF
THIS TYPE OF OBJECTIVE (INDEPENDENT OF THE SITUATION) ON A SCALE OF 10
TO 1| (ONE BEING THE HIGHEST PRIORITY).

Default Confidence = 100.000000

Type = N

[REFERENCE] THE REFERENCE FOR THE DOCTRINAL PRIORITY ASSIGNED TO THE
OBECTIVE TYPE UNDER CONSIDERATION

Default Confidence = 100.000000

Type = S

(OBJECTIVE TYPE! THE TYPE OF OBJECTIVE UNDER CONSIDERATION
Default Confidence = 100.000000
Display at end

N N

P -
d

Type = S :;
s
)
e
(COLLECTION FILE] THE NAME OF THE FILE CONTAINING REPORT SPECIFICATIONS e
FOR A PARTICULAR TYPE OF INFORMATION NEEDED TO IMPROVE THE CONFIDENCE IN RS
THE RESULTS o
Default Confidence = 100.000000 =
Type = S T
N

(GREATEST CONFIDENCE, THE GREATEST CONFIDENCE ASSIGNED TO AN OBJECTIVE
SO FAR

Default Confidence = 100.000000 -2
Type = XN

Initialize = 0.000000

(MOST LIKELY OBJECTIV] THE OBJECTIVE WITH THE GREATEST CONFIDENCE SO -
FAR g
Default Confidence = 0.000000 L
Display at end
Display confidence
Type = S
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(C12_CONF] THE CONFIDENCE IN CHOICE 12
Default Confidence = [00.000000
Type = N
Initialize = 0.000000
Upper 1limit = 100.000000
Lower limit = 0.000000
(ORDERS VALUE! THE INCREASE OF CONFIDENCE THAT THIS IS THE OBJECTIVE
DUE TO THE INTERCEPTION OF RED ORDERS
Default Confidence = 0.000000
Type = N
Initi1alize = 1.000000
[POSSIBLE SURPRISE IN] THE POSSIBLE NUMBER OF INDICATORS OF THE RED
UNIT'S LEVEL OF EMPHASIS ON SURPRISE
Default Confidence = 0.000000
Type = N
Initialize = 2.000000
[ANSWER] THE DATA RECORD NUMBER OF THE OBJECTIVE
Default Confidence = 0.000000
Type = S
{NEW CONF IN THE OBJE] THE CONFIDENCE IN THIS OBJECTIVE WOULD INCREASE
TO
Default Confidence = 1.000000
Type = N
Initialize = 0.000000
(NEW ORDERS VALUE] THE INCREASE IN CONFIDENCE DUE TO KNOWLEDGE ABOUT
THE RED COMMANDER'S ORDERS
Default Confidence = 0.000000
Type = N
{MOBILITY CONF] THE INCREASE IN CONFIDENCE THAT THE RED UNIT IS
EMPHASISING MOBILITY
Default Confidence = 0.000000
Type = N
77
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[UNKNOWN MOBILITY IND] THE POSSIBLE INDICATORS OF THE RED UNIT'S LEVEL
OF EMPHASIS ON MOBILITY WHICH ARE UNKNOWN

Default Confidence = 0.000000

Type = N

Initialize = 0.000000

{UNKNOWN FIKEPOWER IN] THE POSSIBLE INDICATORS OF THE RED UNIT'S LEVEL
OF EMPHASIS ON FIREPOWER WHICH ARE UNKNOWN

Default Confidence = 0.000000

Type = N

Initialize = 0.000000

[MAX FIREPOWER CONF] THE CONFIDENCE THAT THE RED UNIT IS EMPHASIZING
FIREPOWER COULD INCREASE TO

Default Confidence = 0.000000

Type = N

Upper limit 100.000000

Lower limit = 0.000000

{ UNKNOWN SURPRISE IND] THE NUMBER OF INDICATORS WHICH ARE UNKNOWN BUT
COULD INCREASE CONFIDENCE THAT THE RED UNIT IS EMPHASIZING THE PRINCIPLE

OF SURPRISE

Default Confidence = 0.000000
Type = N

Initialize = 0.000000

) {MAX SURPRISE CONFIDE] THE CONFIDENCE THAT THE RED UNIT IS EMPHASIZING

SURPRISE COULD INCREASE TO
Pefault Confidence = 0.000000

Type = N
= _
{MAX NEW CONF IN THE ] The maximum confidence obtainable in this
objective or action 1s
Default Confidence = 0.000000
Type = N
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RULES:

/+ HULE NUMBER: |
RULE: INFO 1

IF:
{MOUNTED TROOPS] = "YES~

THEN:
THE RED UNIT'S TROOPS ARE (MOUNTED}

and: {INDICATIONS OF MOBILITY] IS GIVEN THE VALUE [INDICATIONS OF
MOBILITY] + 1

and: (TOTAL DETECTED MOBILITY] IS GIVEN THE VALUE {[TOTAL DETECTED
MOBILITY INDICATORS] + 1

and: [TOTAL DETECTED FIREP] IS GIVEN THE VALUE [TOTAL DETECTED
FIREPOWER INDICATORS] + |

/% RULE NUMBER: 2
RULE: INFO 2

IF:
{MOUNTED TROOPS] = °"NO°

THEN:
THE RED UNIT'S TROOPS ARE (DISMOUNTED)

and: [(TOTAL DETECTED FIREP) IS GIVEN THE VALUE [TOTAL DETECTED
FIREPOWER INDICATORS] + 1

and: [TOTAL DETECTED MCBILITY] IS GIVEN THE VALUE [TOTAL DETECTED
MOBILITY INDICATORS] + |

and: [INDICATIONS OF FIREP] IS GIVEN THE VALUE [INDICATIONS OF
FIREPOWER] + 1

/* RULE NUMBER: 3
RULE: INFO 3

IF:
(EMISSIONS LEVEL] = "HIGH

THEN:
THE DETECTED EMISSIONS LEVEL ON THE RED COMMAND NET IS ({(HIGH!
and: {INDICATIONS OF MOBILITY) IS GIVEN THE VALJE [INDICATIONS OF
MOBILITY) + !
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/* RULE NUMBER: 4 o
RULE: INFO 4 N
O
"
IFI {:_::..
(EMISSIONS LEVEL] = "LOW- Ao
v .
THEN: RO
THE DETECTED EMISSIONS LEVEL ON THE RED COMMAND NET 1S LOW)
and: (INDICATIONS OF SURPR! IS GIVEN THE VALUE [INDITATIONS OF
SURPRISE] + 1 e
. A
.‘_'..‘:

/* RULE NUMBER: §
RULE: INFO 5

)
LI SR | '.'

@ J‘.}.'.".."'.
P

<
T
THE DETECTED EMISSIONS LEVEL ON THE RED COMMAND NET IS {HIGH) OR N
(LOW} L
e
THEN: 0N
P [TOTAL DETECTEDUE} IS GIVEN THE VALUE (TOTAL DETECTED MOEILITY 7
INDICATORS ] s
and:  [TOTAL DETECTED SURPR] IS GIVEN THE VALUE [TOTAL DETECTED e
SURPRISE INDICATORS] + 1
NOTE: e
) THE PRINCIPLE OF MOBILITY REQUIRES FAST TRANSMITTAL OF ORDERS WHILE ‘o
MOVING.
REFERENCE: 2L
TAKTIKA pp 50 RN
: Z:‘_:{:
< .
/% RULE NUMBEK: 6 el
RULE: INFO 6 e
- IF: . i
| {DETECTED OPERATIONS] = "DECOYS” -_:.-:.3
-.::\:
; THEN : N
g (INDICATIONS OF SURPK] IS GIVEN THE VALUE [INDICATIONS IF e
| SURPRISE] + 1 NS
~ and:  [TOTAL DETECTED SURPR] IS GIVEN THE VALUE [TOTAL DETECTED ®
SURPRISE INDICATORS) + ! N
N
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“r

and: [TOTAL DETECTED FIREP] IS GIVEN THE VALUE [TOTAL DETECTED
FIREPOWER INDICATORS] + 1

TE:
THE USE OF DECOYS SHOWS THAT THE RED UNIT IS EMPHASISING THE PRINCIPLE
OF SURPRISE

/% RULE NUMBER: 7
RULE: INFO 7

IF:
(INDICATIONS OF MOBILITY] / (TOTAL DETECTED MOBILITY INDICATCRS]

> THE RED UNIT'S LEVEL OF EMPHASIS ON MOBILITY IS HIGH.
- Confidence=[TOTAL DETECTED MOBILITY INDICATORS] s [POSSIBLE
MOBILITY INDICATORS]

/+ RULE NUMBER: &
RULE: INFO 8

iF:
INDICATIONS OF SURPRISE] 7/ (TOTAL DETECTED SURPRISE INDICATORS]

THEN:
> THE RED UNIT’S LEVEL OF EMPHASIS ON THE PRINCIPLE OF SURPRISE
IS HIGH.
- Confidence={TOTAL DETECTED SURPRISE INDICATORS! / [POSSIBLE
SURPRISE INDICATORS]

/+ RULE NUMBEERK: 9
RUVLE: 0OBJ 1
THE RED UNIT COMMANDER'S ORDERS ARE (TO TAKE THIS OBJECTIVE}

THEN:
{ORDERS VALUE] IS GIVEN THE VALUE 2

NOTE:
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/% RiULE NUMBER: !0
RULE: OBJ 2
IF:

_SIDE IN CONTROL] = "BLUE"
and: {THE CORRELATION OF FORCES] ¢ 3

THEN:

THIS IS THE ACTUAL RED OBJECTIVE - Cont:icnzs
{%C 1}/ [PRIORITY]
and: ¥> DB _PK(OBJECTIV.DBF OBJECTIV.NDX [ORJECT.VE
UNIT UNDER INVESTIGATIONI)
and: 105 TONF! IS GIVEN THE VALUE [(4C 5]
and: X DB_PK(OBJECTIV.DBF OBJECTIV.NDX [OBJETT . VE.
{CS_CONF1)
and: .. OUBJECTIVE]]) IS GIVEN THE VALUE (%C 5.
ELSE:
THIS IS THE ACTUAL RED OBJECTIVE - Contfidence
w

.. [PRIORITY]
and:  X> DB_PK(OBJECTIV.DBF OBJECTIV.NDX [OBJECTIVE!
UNIT UNDER INVESTIGATIONI)
and:  (C5_CONF] IS GIVEN THE VALUE [%C 5]
and: % DB_PK(OBJECTIV.DBF OBJECTIV.NDX [OBJECTIVE:
. [CS_CONF 1)
and:  [%[{OBJECTIVE]} IS GIVEN THE VALUE [%C §:

FM 100-2-1, PP 5-14,15

/% RULE NUMBER: 11
RULE: 0BJ 3

THIS KULE AFFLIES WHEN BLUE HAS INTERCEPTED SCME (& RED
~ TOATI

o

S ATTAKR [RED

TONFIDENCE

= .ORDERS VALUE]

FOS_ATTAKR [RED

TONFIDENCE

CUCEED IN AN

NOTE:
IF THF CORRELATION OF FORCES IS RELATIVELY LOW, THEN THE RED UNIT MUST
DEPENL MORE ON MOBILITY THAN OVERWHELMING STRENITE TO
- ATTACK
REFERENCE:

"I TROOF CONTROL
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{%IMOST LIKELY OBJSECTIV.: IS GIVEN THE VALUE [%C 5.

and: .MOST LIKELY OBJECTIV] IS GIVEN THE VALUE "I{OBJECTIVE:

NOTE:
THIS KEEPS TRACK OF THE MOST LIKELY OBJECTIVE

+% RULE NUMBER: 12
RULE: MAN !

THE RED UNIT COMMANDER'S ORDERE ARE {TC WITHDRAW}

THEN:
> THE WITHDRAWL - Confidence=1
and: > THE INTENTIONAL OR THE FORCED DEFENSE - Confidence=¢

NOTE:
THE RED UNIT CANNGT WITHDRAW WITHOUT THE ORDERS OF THE SENIOR
COMMANDER-IN-CHIEF

REFERENCE:
TAKTIKA, p. 152

/% RULE NUMBEEK: 13
RULE: MAN 2

IF:

[SIDE IN CONTROL] "RED”

THEN:

1ye

> THE INTENTIONAL OR THE FORCED DEFENSE - Confidence=.3

and: > THE WITHDRAWL - Confidence=.2

ELSE:

3

> THE INTENTIONAL OR THE FORCED DEFENSE - ¢
and: > THE WITHDRAWL - Confidence=0

f1dence="

[¢

NOTE:

RED DOCTRINE STRESSES TENACITY AND RED IS MORE LIKELY TO DEFEND

CAPTURED

OBJECTIVES THAN TO WITHDRAW FROM THEM. IF RED DOES NOT CONTROL THE

OBJECTIVE, THEN IT CANNOT DEFEND THE OBJECTIVE.

REFERENCE :
TAKTIKA. pp 69.35
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P

(SIDE IN CONTROL. = "BLUES

and THE TORRELATICN OF FORTEZ. = 3
and: TYE RED UNIT'S LEVEL OF EMFHASIZ ON MCEILITY IS
HIGE - Cenf. . %
and: THE RED UNIT'S LEVEL OF EMPHASIZ ON THE FRINTIFLEZ IF 3IUHRFPRIZE
IS HIGE. - Conf. = &

THEN:
THE ATTACK OF A DEFENDING ENEMY FRCOM THE MARCH - Jcnf:idernces
PuC 1.

NG
FENERALLY, RED PREFERS TO ATTACK FROM THE MAKCH TC MAINTAIN MCMENTUM

~» RULE NUMBEEK: 15
JLE: MAN 4

11

SIDE I[N CONTROL, = °"BLUE~
and - {THE CORRELATION OF FORCES: »= 3
and: > THE RED UNIT'S LEVEL OF EMPHASIS ON MOBILITY IS
HIGH.- Conf. = .5
d: ; THE RED UNIT'S LEVEL OF EMPHASIS ON THE PRINCIPLE OF SURPRISE

HIGH.- Conf. <= .5

g

> THE ATTACK FROM CONTACT - Confidences
and: > THE BREAKTHROUGH OF ECHELONED DEFENSES - Tonfidence=.

wn

/#+ RJLE NUMBER: 15
RULE: MAN %

{SIDE IN CONTROL) = "BLUE’
and: [THE CORRELATION OF FORCES] »= 3
nd: THE RED UNIT'S LEVEL QF EMPHASIS 2N THE FRINCIPLE F IURPRISE

IS HIGH.- Conf. = .5
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THEN: T
THE BREAKTHRCUGHE OF ECHELONED TEFENIZS - Tontidences 00 10 A

and: THE ATTACK TF A IEFENDING ENEMY FaOM THE MARCE - Zonfiidences ‘®
_ VS AT . .

ERO o«

. N

o«

.-

n.

.

-,

7

-'\'}

#»  KULE NUMBEK- 1”7

T C

-.l I‘

(3IDE IN CONTROL. = "3LUE’
and: [{THE CORRELATION OF FORCES! « 3
and: » THE RED UNIT'S LEVEL OF EMPHASIS ON MOBILITY IS
HIGH.- Conf. < .5
and: > THE RED UNIT'S LEVEL OF EMPHASIS ON THE PRINCIPLE OF SURPRISE
IS HIGH.- Contf. ¢ .5

THEN : o,
UNABLE TO IDENTIFY RED TACTICS - Confidence=(l - ([%C 1]
[we 210
and:  {Ci2 CONF] IS GIVEN THE VALUE (1 - ({%C 1] % [%C 21))

/% RULE NUMBER: 18
RULE: MAN 7

IF:
{SIDE IN CONTROL] = °"BLUE~
and: [THE CORRELATION OF FORCES] ¢ 3 d
and: {THE CORRELATION OF FORCES] »>= 1
and: » THE RED UNIT'S LEVEL OF EMPHASIS ON MCBILITY
HIGH.- Conf. »= .8

THE ATTACK OF A DEFENDING ZNEMY -0 W
AN
¢ RULE NUMEERR




AO-A190 573 STRUCTURE FOR A KNOWLEDGE-DASED SYSTENM TO ESTIMATE
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VS ah

THEN:
> THE BREAKTHROUGH OF ECHELONED DEFENSES - Confidence=[%C 2}
and: > THE ATTACK OF A DEFENDING ENEMY FROM THE MARCH - Confidence=({1
- [%C 2D

/% KRULE NUMBER: 17
RULE: MAN 6

IF:
{SIDE IN CONTROL, = "BLUE’
and: {THE CORRELATION OF FORCES) ¢ 3
and: > THE RED UNIT'S LEVEL OF EMPHASIS ON MOBILITY IS
HIGH.- Conf. < .5
and: > THE RED UNIT'S LEVEL OF EMPHASIS ON THE PRINCIPLE OF SURPRISE
IS HIGH.- Conf. ¢ .5

THEN:
UNABLE TO IDENTIFY RED TACTICS - Confidence=(1l - ([%C 1] *
(% 211
and: {CI2_CONF] IS GIVEN THE VALUE (1 - ([{%C 1] » (%C 21))

/% RULE NUMBER: 18
RULE: MAN 7

IF:
{SIDE IN CONTROL] = "BLUE~

and: (THE CORRELATION OF FORCES}! < 3

and: {THE CORRELATION OF FORCES]} »>= 1

and: > THE RED UNIT'S LEVEL OF EMPHASIS ON MOBILITY IS
HIGH.- Conf. »= .5

THEN:
;> THE ATTACK OF A DEFENDING ENEMY FROM THE MARCH - Confidence:=
(%C 1.

# XULE NUMBER: 19
RULE: MAN 8

IF:
{SIDE IN CONTROL] = "BLUE~
and: {THE CORRELATION OF FORCES) ¢
and: >y THE RED UNIT'S LEVEL OF EMPHASIS ON THE PRINCIPLE OF SURPRIZE
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SATINT

S AT A AT AN At a Ny,

and:

THEN:

and:

ELSE:

and:

{THE CORRELATION OF FORCES] <3

A,
AT AP ]

e Sl i AR i e
At atata ' aTaTn e T Ve Ve

{NEW CONF IN THE OBJE]} IS GIVEN THE VALUE [NEW ORDERS VALUE] *

{MAX MOBILITY CONF] / [PRIORITY]

X> REPORT(OBJECTIV.RPT)

[NEW CONF IN THE OBJE] IS GIVEN THE VALUE [NEW ORDERS VALUE] «

1/[PRIORITY]
X> REPORT(OBJECTIV.RPT)

/% RULE NUMBER: 23
RULE: COLLECT 3

IF:
and:

THEN:

and:

and:

and:

and:
and:
and:

[ANSWER] <> "N’

THE RED UNIT'S TROOPS ARE {UNKNOWN IF MOUNTED OR NOT}

(UNKNOWN MOBILITY IND] IS GIVEN THE VALUE [UNKNOWN MOBILITY

INDICATORS] + 1

[UNKNOWN FIREPOWER IN] IS GIVEN THE VALUE [UNKNOWN FIREPOWER

INDICATORS] + !

{MOBILITY CONF) IS GIVEN THE VALUE ({INDICATIONS OF MOBILITY] +

1)/

(POSSIBLE MOBILITY INDICATIONSI
[MAX FIREPOWER CONF) IS GIVEN THE VALUE ({INDICATIONS OF

FIREPOWER] + 1)/ 2

X> CLEAR([NEW CONF IN THE OBJECTIVE]))

X> CLEAR(R 22)
X> REPORT (MOUNT.RPT)

/= RULE NUMBER: 24

INKNCWN SURPRISE

( [UNKNOWN SURPRISE

RULE: COLLECT 4
iF:
{ANSWER] <> °N°
and: [DETECTED OPERATIONS} = °“NONE®
THEN:
TUNKNOWN SURPRISE IND] IS GIVEN THE VALUE
INDICATORS] + |
and: [MAX SURPRISE CONFIDE] IS GIVEN THE VALUE
INDICATORS] + 1) 7/ [POSSIBLE SURPRISE INDICATCRS.
and: X> CLEAR({NEW CONF IN OBJI)
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and:
and:

X> CLEAR(R 22)
X> REPORT(DECOY.RPT)

/* RULE NUMBER: 25
RULE: COLLECT 5

IF:
and:
THEN:
and:
and:
and:

ELSE:

and:
and:

{ANSWER] ¢» °N°
THE RED UNIT COMMANDER'S QRDERS ARE {UNKNOWN BY BLUE!}

[NEW ORDERS VALUE] IS GIVEN THE VALUE 2
X> CLEAR([NEW CONF IN THE OBJECTIVE])
X> CLEAR(R 22)

X> REPORT (ORDERS.RPT)

{NEW ORDERS VALUE] IS GIVEN THE VALUE [ORDERS VALUE]
X> CLEAR({NEW CONF IN THE OBJECTIVE])
X> CLEAR(R 22)

/% RULE NUMBER: 26
RULE: COLLECT 6

1F:

and:
and:

THEN:

and:

and:
and:

ELSE:

and:
and:

{ANSWER] <» "N~
(SIDE IN CONTROL] = "BLUE"
[THE CORRELATION OF FORCES] -3

(MOBILITY CONF. IS GIVEN THE VALUE ({INDICATIONS OF MOBILITY: +

_UNKNOWN MOBILITY INDICATORS]) / {POSSIBLE MOBILITY INDICATIONS:

[MAX NEW CONF IN THE ] IS GIVEN THE VALUE INEW ORDERS VALUE! =«
[(MOBILITY CONF] s [PRIORITY.

X> REPORT(FINAL.RPT)

X> DISPLAY(COLLECT.MGT)

{MAX NEW CONF IN THE [ IS GIVEN THE VALUE _NEW ORDERS VALUE]
1 (PRIGRITY.

X> REPORT'FINAL RPT)

¥> DISPLAY(COLLECT MGT)
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This study presents a structure for automating the second step in “©

.......

IR

the C2 decision cycle as called for in the Rapid Application of Air
Power concept, through a knowledge-based decision aid for estimating
future Soviet (Red) tactical maneuvers using intelligence data and Red
doctrine.

A complex analysis with many data and labor intensive tasks must be
performed in order to prepare an estimation of Red maneuvers. A wide
spectrum of knowledge is also required. While some of the task and
knowledge characteristics are highly suitable to automation with a
knowledge-based system, other characteristics are less suitable. A
system design is presented that adapts the less suitable tasks and
knowledge requirements to a knowledge-based system. 2 prototype Red
"estimator" written in an expert system shell demonstrates most features
of the system design, although it cannot actually predict Red tactical
objectives and manuevers.

The prototype served its purpose as a tool for exploring the issues
that must be resolved before an operational Red estimator can be built.
These issues and the methods required for exploring them are enumerated. .
The key issues are security, the availability of signalling elements,
and the need for an interdisciplinary approach to developing the Red
estimator. The other benefits from this study are the use of rules to
evaluate the impact of unknown information and a system design that is
robust with respect to Red deception efforts. While the development of
an operational Red estimator is technological ly feasible, it will
require the integration of multiple disciplines and many years of research.
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